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Cloud Carrier

A person or organization that maintains a business relationship with, and
uses service from, Cloud Providers.

Cloud Provider

A person, organization, or entity responsible for making a service
available to interested parties.

Cloud Auditor A party that can conduct independent assessment of cloud services,
information system operations, performance and security of the cloud
implementation.

Cloud Broker An entity that manages the use, performance and delivery of cloud

services, and negotiates relationships between Cloud Providers and
Cloud Consumers.

Cloud Carrier

An intermediary that provides connectivity and transport of cloud
services from Cloud Providers to Cloud Consumers.

CC: Cloud Consumer,

Based on CC’s
Experience with CSP

(Direct Trust)

[ Evaluation of Trust

Based on others’
Experience with CSP
(Indirect Trust)

(Based on Information
available with Cloud
\ Broker

(Based on Information

\ Auditor

received from Peers

available with Cloud |«f———————

1) =AF (CC) BoMa (BXEE) 2) JftbA(CA, CB, Peers)ifih ([BHZ(EE)

CA: Cloud Auditor, CB: Cloud Broker, CSP: Cloud

Service Provider

Signed Compliance Information submitted by CSP

Compliance Information shared by other Cloud Brokers, who are
part of Cloud Brokers Compliance Information Propagation Network

Based on Complaince assessed by CA

Based on Complaince assessed by other CAs, who are part of
Cloud Auditors Compliance Information Propagation Network

PURESL  Ge el ]4— Based on Peers’ experience with CSP

Fig. 7. Viewpoint hierarchy for trust evaluation.

[1] Compliance-based Multi-dimensional Trust Evaluation System for determining trustworthiness of Cloud Service Providers (Future Generation
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